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Logistics

- Assignment 5 released either Fri / Sat (May 9 / 10)

- Due Thursday, May 15 by 11:59pm

- Schedule change due to VM outage

- No TA office hours this week

- Discussion Section #5 tomorrow (May 7)



Outline

- UI Attacks

- Clickjacking Attacks

- Phishing Attacks

- Web Privacy: Online Tracking



Misleading Users

• UI Attacks: trick the victim into thinking they are taking an intended 

action, when they are actually taking a malicious action

– Clickjacking: Trick the victim into clicking on some website element

– Phishing: Impersonate another entity & trick victim into performing specific 

malicious actions (e.g., giving sensitive information)

• Key Issue: Browser assumes clicks & keystrokes = clear indication of 

user’s intended actions

– Constitutes part of the user’s trusted path



Clickjacking

● Trick the victim into clicking on something from the attacker by 
hiding one frame (origin A) on-top or undernearth another (origin B)

● Why steal clicks?
○ Download a malicious program
○ Like a YouTube video
○ Delete an online account

● Why steal keystrokes?
○ Steal passwords
○ Steal credit card numbers
○ Steal personal info



Clickjacking Example

Suppose you use cheapbank.com… and they have a transfer page!

Example from: https://developer.mozilla.org/en-US/docs/Web/Security/Attacks/Clickjacking 

https://cheapbank.com/transfer.html?receiver=...URL:

Resulting 
webpage in 
browser 
(includes 
CSRF token)

https://developer.mozilla.org/en-US/docs/Web/Security/Attacks/Clickjacking


Clickjacking Example

Attacker on shady-pet-supplies.com creates a webpage with the 

following HTML & CSS:

HTML: 

<button id="fake-button">Click here for a free kitten!</button>

<iframe width="800" height="200“ src="https://cheapbank.com/transfer.html?receiver=attacker"></iframe>

CSS: 

#fake-button {

  position: absolute; top: 185px; left: 90px;     <------ Overlay attack button exactly over framed button

}



Clickjacking Example

HTML: 

<button id="fake-button">Click here for a free kitten!</button>

<iframe width="800" height="200“ src="https://cheapbank.com/transfer.html?receiver=attacker"></iframe>

shady-pet-supplies.com 

https://cheapbank.com/transfer.html?receiver=...

SOP prevents shady-pet-supplies.com from interacting with embedded 
iframe – but user allowed to click & interact however they want!



Clickjacking Example

Attacker on shady-pet-supplies.com creates a webpage with the 

following HTML & CSS:

HTML: 

<button id="fake-button">Click here for a free kitten!</button>

<iframe width="800" height="200“ src="https://cheapbank.com/transfer.html?receiver=attacker"></iframe>

CSS: 

iframe { opacity: 0; }          <----- Invisible iframe contents

#fake-button {

  position: absolute; top: 185px; left: 90px;     <------ Overlay attack button exactly over framed button

}



Clickjacking Example

HTML: 

<button id="fake-button">Click here for a free kitten!</button>

<iframe width="800" height="200“ src="https://cheapbank.com/transfer.html?receiver=attacker"></iframe>

shady-pet-supplies.com 
iframe = top most element, 
but hidden / invisible with:

iframe { opacity: 0; } 

https://cheapbank.com/transfer.html?receiver=...



Clickjacking Example

HTML: 

<button id="fake-button">Click here for a free kitten!</button>

<iframe width="800" height="200“ src="https://cheapbank.com/transfer.html?receiver=attacker"></iframe>

shady-pet-supplies.com 

https://cheapbank.com/transfer.html?receiver=...



Clickjacking: Multiple Attack Variants

• By placing an invisible iframe of target.com over some enticing 

content, a malicious web server can fool a user into taking 

unintended action on target.com …

• By placing a visible iframe of target.com under the attacker’s own 

invisible iframe, a malicious web server can “steal” user input 

(keystrokes)

– Input text will be entered on the attacker site‘s iframe/origin



Defenses: 

Prevent Other Sites from Framing You!

Attacker implements clickjacking by placing target’s page (e.g., Twitter) 

in a “frame” inside their own page.  Otherwise they wouldn’t overlap.



Defenses: CSP or HTTP X-Frame-
Options 



Outline

- UI Attacks

- Clickjacking Attacks

- Phishing Attacks

- Web Privacy: Online Tracking



Phishing 

• Masquerade as a reputable entity & trick the user into performing 
malicious actions, such as divulging login credentials 

• Often easier than attacking the security of a system directly

– Just get the user to tell you their password or download & 
run your malicious software



Date:  Thu, 9 Feb 2017 07:19:40 -0600

From:  PayPal <alert@gnc.cc>

Subject:  [Important] : This is an automatic message to : (vern)

To:  vern@aciri.org











Lots of Phishing Strategies

Browser-in-browser attack: 
The attacker simulates the 
entire web browser with 
JavaScript



Internationalized Domain Names (IDN) 

• Domain names consist of ASCII characters

• Hostnames containing Unicode characters are transcoded to subset 

of ASCII consisting of letters, digits, and hyphens called punycode

• Allows registering domains with foreign characters!

• münchen.example.com → xn--mnchen-3ya.example.com



Phishing: IDN homograph attack

• Many Unicode characters are difficult to distinguish from 

common ASCII characters

аpple.com vs. apple.com

apple.comxn--pple-43d.com



Because users are stupid?

Why does phishing work?



Why does phishing work?

• User mental model vs. reality

– Browser security model too hard to understand!

– Phishing is hard to spot even if you’re an expert!

• The easy path is insecure; the secure path takes extra effort

• Risks are rare

• Users tend not to suspect malice; they find benign 

interpretations and have been acclimated to failure



Phishing Defenses

• Detection & Blocklists (e.g., Google Safe Browsing)



Phishing Defenses

• Detection & Blocklists (e.g., Google Safe Browsing)

• Next week:

– Password Managers (for credential phishing)

– Multi-factor authentication (your friend Duo!)



Outline

- UI Attacks

- Clickjacking Attacks

- Phishing Attacks

- Web Privacy: Online Tracking



• Advertisers want to show you advertisements targeted to 

your interests and demographics

Online Tracking



You might like dogs!

Data-Driven Inferences



• First party: the site you are visiting (address in the URL bar)

– First-party tracking (on search engines, shopping sites)

– Login/Session cookies

• Third party: other sites (origins) embedded/contacted by the 

first party site you’re visiting

– Third-party tracking (ads on lots of sites)

Online Tracking



Online Tracking

1st Party 3rd Party



• Use cookies, JavaScript, URL parameters to track

Mechanics of First-Party Online Tracking



Mechanics of First-Party Online Tracking



Mechanics of Third-Party Online Tracking



Details of What’s Happening in HTTP (Request)



Details of What’s Happening in HTTP (Request)



Details of What’s Happening in HTTP (Request)



Details of What’s Happening in HTTP (Cookies)

Image taken from https://networkencyclopedia.com/http-cookie/



Details of What’s Happening in HTTP (Response)



Details of What’s Happening in HTTP (Response)

Persistent 
cookies!





HTTP Headers (uchicago.edu → youtube.com)



HTTP Headers (uchicago.edu → youtube.com)



HTTP Headers (uchicago.edu → youtube.com)



HTTP Headers (uchicago.edu → youtube.com)



Putting It Together: Simple 3rd Party Tracking

• (Unless browser blocks it) third party gets its cookies

• (Unless browser blocks it) third party sees “referer” [sic]

• 1st party can choose to send info to third party via URL 

parameters (not a violation of Same Origin Policy!)

• 3rd party sees this information for many first parties 

(whoever embeds them!)

• In practice, advertising & 3rd party tracking much more 

complicated (lots of different 3rd parties involved)



Alternatives to Cookies 

for Tracking / Profiling



Various Side Channels

• Side channel: learning information through indirect means

• (Loophole has since mostly been closed)

a:visited {

  color: purple;

}



Browser Fingerprinting

• Use features of the browser that are relatively unique to your 

machine

– Fonts

– GPU model anti-aliasing (Canvas fingerprinting)

– User-agent string

– (Often not) IP address (Why not?)



• Use combination of device features as an identifier

• https://coveryourtracks.eff.org/ 

Browser Fingerprinting

https://coveryourtracks.eff.org/


• GDPR (EU) & CCPA (California)

– New laws to require explicit opt-in consent & transparency for 3rd 

party cookie use

Various Legal & Regulatory Efforts



• GDPR (EU) & CCPA (California)

– New laws to require explicit opt-in consent & transparency for 

3rd party cookie use & tracking mechanisms

• Google originally aimed to completely phase out 3rd party 

cookies from the web by 2025 (unclear status now)

Various Legal & Regulatory Efforts



Google’s Topics API



Google’s Topics API
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